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Great Lake PRESERVE - Leveraging AI: Smart Solutions for Institutional Knowledge Retention in Water Utilities
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· Gigi Karmous-Edwards: President, Karmous Edwards Consulting
· Amanda Willis: Senior Water and Wastewater Specialist, The Water Tower

AI Overview

AI Concepts

· AI (Artificial Intelligence): Computers performing tasks that typically require human intelligence (reasoning, pattern finding, language).
· Machine Learning: Subset of AI where algorithms learn patterns from data to make predictions or decisions.
· Deep Learning: ML using multi-layer neural networks to learn complex patterns (e.g., images, audio, text). 
· Natural Language Processing: Techniques that let computers understand and generate human language.
· Large Language Models (LLMs): Very large neural networks trained on massive text corpora that can follow instructions and answer questions in natural language.
· Generative AI: Models that create new content (text, images, audio, video) rather than only classifying/predicting.
Traditional AI: works on structured data (SCADA/sensor/weather, rows/columns) to classify/predict.
Generative Pre-trained Transformer (GPT): a neural-network model trained on vast amounts of text to learn patterns in language— GPTs are AI systems that read, reason, and write like humans—by predicting words based on everything they’ve learned from large text datasets.
Structured vs. Unstructured Data

· Structured: tabular, databases, spreadsheets (e.g., SCADA time series, lab results).
· Unstructured (~80% of enterprise data): PDFs, SOPs, images, videos, voice memos, handwritten logs, emails.
· LLMs unlock analysis and value from unstructured data—expanding analytics beyond the ~20% structured slice.

Retrieval-Augmented Generation (RAG)

· RAG (Retrieval-Augmented Generation): Technique where an LLM retrieves relevant passages from your documents and answers using those sources—reduces hallucinations and adds citations.
· OCR (Optical Character Recognition): Converts scans/photos of text (e.g., paper logs) into machine-readable text.
· Computer Vision: AI that interprets images/video (detects objects, reads gauges, etc.).
· Upload your own documents (SOPs, manuals, policies) and point the LLM at them so answers come from your data instead of the open internet.
· Benefits: sharp drop in hallucinations, citations into your source pages, and immediate, practical utility for operators.
· RAG is “lowhanging fruit”: quick to pilot with enterprise LLMs; enables Q&A over SOPs, vendor PDFs, and logs.

AI Risk

· Hallucination: When a model outputs a confident but incorrect answer—hence the need for citations and human verification. Hallucinations are mproving but always verify; ask for sources and click through links for validation.
· Bias: Systematic skew in outputs caused by patterns in training data; mitigated with policies, diverse data, and review. Models inherit human bias; policies need to set boundaries for acceptable use.
· Data governance: Policies/processes for how data are classified, accessed, shared, and secured (esp. unstructured data). Priorities include inventory/classify data, define what may be used with LLMs, tiered access, integrate cybersecurity controls; develop policies for unstructured data handling.
· Enterprise LLM plan: Business-grade version of an AI product with privacy/security controls (e.g., turn off training on your prompts/files).
· Virtual air gap: Network design that isolates critical systems from the public internet via layered controls/segmentation.
· Data diode: One-way hardware link that allows data to flow out of a secure network but prevents any inbound traffic.
· CISA: U.S. Cybersecurity and Infrastructure Security Agency; publishes security guidance for critical infrastructure.
· Job impact: framed as a copilot/enhancer across roles (operators, customer service, procurement) rather than replacement—at least in the near term.
· Data security: use enterprise plans (e.g., OpenAI, Google, Anthropic) and disable data sharing in settings; treat like other enterprise SaaS (O365).

Potential Use Cases 

· View AI as a co-pilot instead of replacing staff.
· Digitizing handwritten daily logs using OCR and GPT to extract and analyze operational data (Town of Victoria case).
· Knowledge-capture GPT — [What Would Jerry Do?] recording an experienced operator’s voice memos, transcribing them, and creating a searchable chatbot with his answers and local SOPs.
· Rate Structure Analysis — an affordability and rate-structure GPT that combines financial spreadsheets with research data to test sustainable rates.
· Document and SOP retrieval using RAG so operators can ask natural-language questions and get answers from their own documents.
· Data analytics and anomaly detection on digitized operational data for trends in BOD, chlorine residuals, etc.
· Creating secure, utility-specific AI clouds to house private GPTs and sensitive data safely
· Using enterprise-level AI plans for tasks like document summarization, report generation, and technical assistance.
· Training and workforce support — positioning AI as a “copilot” to help operators, not replace them.

Real World Use Case: “What Would Jerry DO”

· Goal: capture institutional knowledge from Jerry (82 year old operator supporting multiple rural systems).
· Method: record a live voice memo conversation; upload transcript plus public references (e.g., EPA chlorine guidance) and system SOPs into a GPT with RAG.
· Function: operators ask the GPT practical questions; responses cite Jerry’s words or documents; human validation remains essential while Jerry is still available to crosscheck.
· Focus area: chlorine residual management—blends general formulas/regulations with system specific practices.

Real World Use Case: Water Synchronicity (Rates and Affordability)

· Purpose: Create a secure, operator friendly tool for rate structures, affordability analysis, and communications with councils/boards.
· Ingredients: Rates spreadsheet and embedded affordability research (NC State), indices (HUD, income metrics), and local context.
· Findings: Common rate structures risk revenue shortfalls; affordability must be balanced with long term sustainability.
· Extended value: accelerates asset management inputs and supports customer surveys for ground truthing community needs.
· Prompt Engineering: Frame questions as if you’re asking a two year old and add as much context as possible. 

Getting Started 

· Choose an enterprise LLM (OpenAI, Google, Anthropic, etc.); create org/team account and turn OFF training/datasharing.
· Enterprise LLM plans roughly $25–$60 per user/month—viable to start with a few “super users”.
· Start with nonsensitive/public docs: EPA guidance, vendor manuals, pump curves, public SOPs; ask contextual questions and verify citations.
· Pilot easy wins: OCR your handwritten logs; build a small RAG over SOPs; prototype one narrow GPT (e.g., chlorine residual playbook).
· Create lightweight governance: a one pager that defines allowed documents, user roles, verification steps, and logging/citation expectations.
· Train “super users”; form a community of practice; socialize the copilot framing.

Security 

· Trend toward setting up a separate cloud (not just a tenant) with an in-house agent and UI for tighter control.
· Stratify sensitive vs. shareable data; align with existing trust networks; consider opensource LLMs and removable edge devices where appropriate.
· Human validation is a hard requirement—operators are the final check on AI outputs.
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